Abstract-In this paper, low-complexity channel allocation methods are proposed for quantum access networks. We consider dense-wavelength-division-multiplexing passive optical network (DWDM-PON) structures that enable users to exchange secret keys, in addition to data transmission. We consider two main sources of noise in such systems, Raman scattering and fourwave mixing, and examine optimal channel allocation in different scenarios. We also take into account finite-key effects in the quantum key distribution (QKD) channels. Our numerical results show that the proposed wavelength assignment methods can significantly enhance the secret key generation rate of users.
I. INTRODUCTION
Quantum key distribution (QKD) is one of the most promising technologies for secure communication. Whereas the existing cryptography protocols for public-key cryptography mostly rely on the computational complexity, the security of QKD is gauranteed by the laws of quantum physics. The first steps toward the widespread deployment of QKD has already been taken. Successful demonstrations of QKD networks have been reported in [1] - [6] . However, one important requirement for cost-efficient implementation of such quantum networks is their integration with the existing classical networks. The transmission of QKD signals alongside classical data signals has been investigated for different QKD protocols and setups. In addition, coexistence of classical data channels with QKD channels has been demonstrated in different setups [7] - [11] . In this paper, we consider a passive optical network (PON) based on dense wavelength division multiplexing (DWDM). In this system, users are equipped with a QKD transmitter module such that, in addition to data transmission, secure key exchange is also possible. We study optimal channel allocation in such systems and propose low-complexity algorithms to achieve it.
Coexistence of QKD channels and classical data channels on the same fiber arises new challenges. One major issue is the additional crosstalk noise generated by the classical signals at the quantum receivers. Some sources of this noise are adjacent channel crosstalk due to the nonideal operation of DWDM demultiplexers, Raman scattering, and four-wave mixing (FWM). In [9] , [10] narrow bandpass filters (NBFs) are used to reduce the deteriorating effect of such a noise. In [12] , optimal wavelength assignment, as an effective method of noise reduction, has been proposed and investigated. In [13] , This research is partly funded by the UK EPSRC Grant EP/M013472/1 and EU H2020 Project 675662. All data generated in this paper can be reproduced by the provided methodology and equations.
an algorithm for wavelength assignment in DWDM quantumclassical systems has been proposed, which mostly relies on the elimination of FWM noise.
In this paper, we study the effect of both Raman scattering and FWM noises in quantum-classical DWDM-PON setups. We consider different regimes of operation, and investigate the importance of Raman noise and FWM noise in different scenarios. Based on this, we propose low-complexity channel allocation methods for such systems.
In this work, we also consider finite-key effects in the QKD setups. A typical QKD session, relies on bounding some parameters, e.g., error probabilty of single-photon states. This is mainly required for certain steps of the QKD protocol, e.g., privacy amplification. If a very large number of qubits are transmitted, the desired probabilities can be calculated asymptotically, from the measurement results. In reality, however, only a finite number of qubits are transmitted. Finite-key effects for decoy-state BB84 protocol have been rigorously analyzed in [14] . We have used this analysis to analyse the performance of our QKD channels in the finite-key regime.
The rest of the paper is organized as follows. In Sec. II, we describe the setup in detail. In Sec. III, wavelength assignment is investigated, and in Sec. IV, we present some numerical results. Section V concludes the paper.
II. SYSTEM DESCRIPTION In this paper, we consider a DWDM-PON setup, as shown in Fig. 1 . In this syetm, the signals from P users are multiplexed by a DWDM multiplexer and transmitted through an optical fiber to the central office. We assume that the ith user is assigned two wavelengths, λ qi and λ di , for the transmission of quantum and classical signals, respectively. The set of quantum and classical channels are, respectively, denoted by Q = {λ q1 , λ q2 , ..., λ qP } and C = {λ d1 , λ d2 , ..., λ dP }. Furthermore, the set of available wavelengths in the system is denoted by G = {λ 1 , λ 2 , ..., λ D }, where D ≥ 2P . The channel spacing is denoted by ∆. The distance between the ith user and the multiplexing point is denoted by L i , and the length of the optical fiber connecting the multiplexing point and the central office is represented by L 0 . In this paper, it is assumed that L 0 ≫ L i , for i = 1, ..., P . We assume that the classical channels in C are unidirectional, i.e., the classical signals are transmitted from users to the central office. The launch power of classical channels is assumed to be equal and is represented by I.
In order to enable QKD in the system, each user is equipped with a QKD encoder, and the corresponding QKD decoder is located at the central office. The QKD encoder and decoder corresponding to the ith user are represented by "Alice i " and "Bob i ", respectively, in Fig. 1 . In this paper, we assume that vacuum+weak decoy-state BB84 protocol with time-bin encoding is used in our QKD channels [15] . We consider the finite-key effects, where a certain number of qubits are transmitted in a QKD session. We use the method presented in [14] to analyse the finite-key effects in the system.
One major issue in the described setup is that the transmission of classical signals alongside the quantum ones on the same fiber would generate some crosstalk noise at the quantum receivers. Major sources of such noise are Raman scattering, adjacent channel crosstalk, and FWM [7] , [16] . By applying narrow bandpass filters at the quantum receivers, adjacent channel crosstalk can be suppressed effectively. However, the background noise generated by Raman scattering has a wide bandwidth and usually would adversely affect the performance of our QKD setups in spite of such filtering. The effect of FWM on quantum channels depends on various system parameters, e.g., transmission distance, launch power of classical channels, and channel spacing. In general, for high-power classical channels and short distances, FWM may be required to be taken into account as well. In the following, these two sources of noise will be described in more details.
A. Raman noise
The transmission of a classical signal in an optical fiber would result in Raman scattering. This phenomenon occurs due to the inelastic photon-phonon interactions in the optical fiber. Raman scattering can occur in both forward and backward directions. In our setup, the classical signals are transmitted in the same direction as the quantum ones. Hence, forward Raman scattering should be considered. Denoting the bandwidth of NBFs at the quantum receivers by ∆λ, the power of Raman noise induced by a classical channel at λ di , on a quantum channel at λ qj , can be expressed as
where z denotes the transmission distance [9] . In the above equation, ρ(λ di , λ qj ) denotes Raman cross section at wave- Fig. 1 . A quantum-classical access network based on the DWDM-PON structure. Each user is assigned two channels, one for classical data transmission and one for QKD.
length λ qj for a classical signal at wavelength λ di , and α is the fiber attenuation coefficient.
B. Four-wave mixing
FWM arises from nonlinear effects in an optical fiber. Three optical signals with frequencies f i , f j , and f k , where i, j ̸ = k, mix through the third order nonlinearity of the optical fiber and generate a new frequency f ijk = f i +f j −f k . The peak power of the FWM product is given by [17] , [18] 
where
In the above equations, I i , I j , and I k are launch power of optical signals, and λ is the wavelength of the FWM product. The parameter D is the degeneracy factor. For f i = f j we have D = 3, whereas for f i ̸ = f j ̸ = f k the value of this parameter is D = 6. The parameters n 2 and A eff denote the nonlinear coefficient and the core effective area, respectively. ∆β represents the phase matching factor. Assuming that |D c | > 1ps/nm/km, ∆β can be expressed as [17] ∆β = 2πλ
where D c is the fiber dispersion and c is the speed of light. In our setup, if the frequency of a FWM product generated by classical channels corresponds to a QKD channel, the background noise from this FWM product would enter the quantum receiver.
III. WAVELENGTH ASSIGNMENT
In the system described in Sec. II, the crosstalk noise induced by classical channels on the quantum channels adversely affects the performance of QKD setups. Both Raman noise and FWM noise depend on the wavelengths of the quantum and classical channels. This implies that the way we allocate the quantum and classical channels influences the amount of noise induced on the quantum channels. In this section, based on the characteristics of these two sources of noise, optimal channel allocation, with the aim of minimizing the total crosstalk noise induced on the quantum channels, is investigated and several algorithms for this purpose are proposed.
In our setup, because of the wide bandwidth of Raman spectrum, Raman noise is usually a source of noise. One question of interest is that in which regimes of operation the FWM noise becomes significant. According to (1) and (2), with the increase of launch power, the power of FWM noise will increase rapidly (I FWM ∼ I 3 ), whereas for the Raman noise, I Ram ∼ I. Another feature of the FWM noise is that, considering a classical band consisted of two or more classical channels, the power of FWM noise at other available channels is highest at the two immediately adjacent channels.
As an example, consider a classical band of 5 channels located at wavelengths 1546.2 nm, 1547 nm, 1547.8 nm, 1548.6 nm, and 1549.4 nm. We consider a standard single mode fiber with A eff = 70 µm 2 and n 2 = 3 × 10 −20 . Zero dispersion wavelength is assumed to be 1313 nm, and zero dispersion slope is asummed to be 0.086 ps/nm 2 /km. To calculate Raman noise, we use the Raman cross section measurement results presented in figure 1 in [16] . The transmission distance, L 0 +L i , is assumed to be 5.5 km, and ∆λ = 0.2 nm. We consider the channel immediately adjacent to this classical band, at 1550.2 nm, as well as the second adjacent channel at 1551 nm. Figure 2 shows the power of FWM noise and Raman noise at these two channels, for different values of launch power of classical channels. Roughly speaking, for I < −14 dBm, Raman scattering is the dominant soure of noise. For −14 dBm < I < −6 dBm, the FWM noise at the immediately adjacent channel should be taken into account. However, the FWM noise at the second adjacent channel can be neglected.
It should be noted that for a specific number of users in the system, there is a limitation on the value of I, especially when we consider the practical case of finite-key schemes. In other words, in order to achieve a positive secret key rate for all users, I should be less than a threshold. Furthermore, with the increase of number of users, the number of classical channels generating crosstalk noise at the quantum channels increases, which substantially reduces the maximum possible value of I. Hence, in general, when the number of users is large, a low value has to be chosen for I, and Raman noise is often the dominant source of noise. On the other hand, when there are a few users in the system and I is quite large (for example 0 dBm), the FWM noise should be mitigated, as proposed in [13] . For a range of scenarios between these two, both Raman noise and FWM noise should be taken into account.
Let us first consider the scenarios in which Raman noise is the dominant source of noise. Based on the numerical results presented in [12] , we can conclude that in the near-optimal channel allocation method, the resulting pattern is consisted of several interleaved quantum and classical bands. Furthermore, the unused channels are next to each other. Considering these features, we propose a low-complexity channel allocation algorithm.
We consider K quantum bands, {Q 1 , Q 2 , ..., Q K }, and K classical bands, {C 1 , C 2 , ..., C K }. The number of quantum channels in Q i is denoted by M i , where 0 ≤ M i ≤ P , and
In a similar way, the number of classical channels in C i is denoted by N i , where 0 ≤ N i ≤ P , and
We assume that these bands are interleaved, as shown in Fig. 3(a) . The unused band can be allocated to one of the regions A 1 , A 2 , ..., A 2K−2 , and A 2K−1 in Fig. 3(a) . The proposed algorithm considers all the possible values for M i 's and N i 's, as well as the 2K − 1 possible regions A 1 , A 2 ,...,A 2K−1 for the unused band. In each case, the total Raman noise induced on all quantum channels is calculated. Finally, the channel allocation setting that minimizes this noise is chosen. Our numerical results show that for K = 3, we can achieve a near-optimal solution for our channel allocation problem for all possible values of P . Intuitively, this can be justified by considering the curve of the Raman spectrum, which has three low-value regions.
Now we consider the scenario in which both Raman noise and FWM noise should be taken into account, but the FWM noise at the second adjacent channel of a partiular classical band is negligible. We note that if quantum channels are not allocated to the two wavelengths immediately adjacent to such classical bands, the remaining FWM noise would often be much less than the Raman noise, and Raman noise would be the dominant source of noise. Based on this, we propose a low-complexity channel allocation method suitable for these regimes of operation.
Our proposed method relies on the modification of the channel allocation method presented for the Raman noise dominant scenarios in Fig. 3(a) . We assume that the quantum and classical bands are located as shown in Fig. 3(b) , where we have enforced a null channel at each end of any classical band consisted of two or more classical channels. We consider all possible values for M i 's and N i 's. If we have N i > 1 for a specific value of i in a particular case, we assume that the channels immediately adjacent to the corresponding classical band are null channels. The remaining unused channels are assumed to make an unused band. We consider 2K + 1 Fig. 3(b) . The total crosstalk noise for all possible values of M i 's and N i 's, and the 2K + 1 possible regions for the unused band is calculated. In the end, the best case is chosen. For this algorithm, we assume D − 2P ≥ 2K − 1.
IV. NUMERICAL RESULTS
In this section, we evaluate the performance of our proposed algorithms. We consider a DWDM-PON setup, as described in Sec. II. We assume that the set of available wavelengths is G = {1535 nm, 1535.8 nm, ..., 1555.8 nm} and ∆ = 0.8 nm.
As for the fiber length parameters, we assume L 0 = 5 km and L k = 500 m, for k = 1, ..., P . We consider the practical case of finite key size and analyse the finite-key effect in our system. We assume a block size of 10 11 in a QKD round. The failure probability parameter is chosen to be ε = 10 −10 . Other sytem parameters and their nominal values, which are feasible based on the practical considerations, are listed in Table I .
We compare the proposed wavelength assignment methods with the conventional method of assigning the lowest wavelengths of the system to the quantum channels and the largest wavelengths to the classical ones. With this method, all quantum channels will be allocated at the anti-Stokes region of the Raman spectrum of the classical channels, which is known to be smaller in general, as compared to the Stokes region [16] . We refer to this method as "conventional method".
We assume that the number of users in the system is P = 10. Our numerical results show that with our system parameters, secret key exchange in all quantum channels is feasible for a launch power less than about I = −6.5 dBm. We consider a range of values for launch power between −9 dBm and −6.5 dBm. In this range, the FWM noise cannot be neglected. Hence, we use the channel allocation algorithm described in Fig. 3(b) . The parameter K is chosen to be 3. Figure 4 shows the proposed locations for the quantum and classical channels, as well as their location in the conventional method. In this figure, "•" represents a quantum channel, and " * " represents a classical channel.
In order to evaluate the performance of the proposed channel allocation method, we obtain the secret key rate of all quantum channels, for the proposed and conventional channel allocation methods, and compare the corresponding average values. We denote the average secret key rate of users obtained by the proposed method, in the asymptotic case of an infinitely long key and the finite-key regime, respectively, by R ∞ prop and R N prop . Similarly, the average secret key rate of users obtained Figure 5 shows the average secret key rate of users for different values of launch power. It can be seen that the proposed method enhances the secret key rate of quantum channels, especially in the finite-key regime. As an example, at I = −7 dBm, we achieve a rate enhancement of about 211%.
V. CONCLUSIONS
In this paper, we considered a PON setup in which quantum and classical channels are multiplexed by DWDM technique. The main sources of noise in such system are Raman scattering and FWM. We considered different regimes of operation and examined in which scenarios FWM becomes important. We also considered finite-key effects in our QKD setups. We proposed a low-complexity channel allocation method for Raman noise dominant cases, that can provide a near-optimal solution. Furthermore, a low-complexity channel allocation algorithm was proposed for the scenarios in which both Raman noise and FWM noise should be considered. The proposed algorithms can improve the secret key rate by considerable factor.
